Phillip Tarrant 
Cyber Security | Automation Summary 
ptarrant@gmail.com• (706) 294-6733 
www.linkedin.com/in/phillip-tarrant-cyber • Morrison TN 
Accomplished and analytical professional with 20+ years of experience in cyber security, server infrastructures, and  data-center operations. Proven expertise in AI use in Cyber Operations, digital forensics, penetration testing, information system management, malware reversing, threat detection, and threat hunting. Proactive leader with a proven record of managing multiple large teams and leading the charge to complete project goals. Managed MSSP operations for 50+ large business clients. Spearheaded budget planning,  meeting goals while keeping cost low. 
Technical Proficiencies 
Operating Systems: Linux | UNIX | Windows | Mac
Languages: Python | Powershell | Bash | SQL
Tools and  Frameworks:  
Metasploit | AWS Bedrock (AI) | ChatGPT | Volatility | Fireeye | Swimlane | D3 SOAR | Torq (SOAR)

Darktrace | Tanium |  Jira | Vectra | Splunk | ELK | Sentinel One | AWS | Azure | OCI | Docker |  Kubernetes
Career Experience 
Compuquip Cybersecurity, Doral, FL Jan 2021 – Present Security Operations Director / Automation Director
Managed, maintained, and improved all Security Operations Center. Guide, plan, and implement security protections and security posture improvements across various companies. Directly managed over 50 environments encompassing over 150,000 assets. Create custom tools and workflows in several SOAR platforms as well as custom Python programs. Designed detections for attacks and responses to threats. Managed all Red Team engagements and Purple team testing. Supervised risk management solutions for various customers. Oversaw building of the entire security operations center toolset from scratch / ground 0. Developed and Implemented all security solutions that integrated with AI / ML using AWS bedrock backend with several LLMs. 
· Built several automation platforms for several customers including python driven / SOAR playbooks.
· Managed Vulnerability Management / Detection / Automation platforms for 52+ customers.
· Built and implemented Cyber Incident Response Plans (CIRP) for all clients.
· Managed all Automation efforts with Python, SOAR, AI / ML integrations and platforms.
· Spearheaded All Incident Response investigation efforts 
Travel Syndication Technology, Atlanta, GA Apr 2020 – Jan 2021 Cyber Security Architect 
Developed, supervised, and managed all aspects of security and training programs in the organization. Formulate and maintain cloud security protections and security posture across various cloud resources. Created custom tools to accomplish automation of attacks against infrastructure, as well as design detections for attacks. Handled risk management solutions as well as risk compliance. Devised and oversaw all cyber and security budgets. Handled audits consisting of NIST and CIS frameworks, as well as client audit responses. 
· Devised, developed, and upgraded cyber security related policies and procedures to enhance  data security based on CIS and NIST requirements. 
· Designed and operationalized automated security verification and attack programs.

Intercontinental Exchange, Atlanta, GA 2018 – 2020 Senior Cyber Security Engineer 
Leveraged skills as a lead investigator on several incidents and created reports on investigations. Formulated playbooks for the Incident Response Team. Designed and developed custom tools to automate SOC triage. Lead response activities to combat phishing, lateral movement, system monitoring, and security workflow. Handled training of junior engineers and analysts in the SOC. 
· Developed vulnerability and threat hunting detections and action plans across the organization 
· Formulated custom software to automate triage and action steps. 
· Managed multi-server compromise investigation from start to finish across three time zones  and efficiently supervised a team of eight members.  
· Enhanced skills of junior agents, including custom malware writing through focused training  and mentorship.  

National Wild Turkey Federation, Edgefield, SC 2015 – 2018 Technical Services Manager  
Utilized team leadership and efficiently managed a team of technicians and developers to facilitate more than 300 staff members. Supervised and monitored performances of eight team members as direct reports. Served as a Network/Server Administrator and managed servers including Windows Server and Linux Environments. Designed, managed, and oversaw all infrastructure systems with a focus on LANs, WANs, and Security. Formulated and maintained process automation through scripting and programming.Managed security of the entire web presence, including network side and programming code.  
· Efficiently migrated 3rd party tools to inhouse tools resulting in over $50,000 in yearly savings. 
· Functioned as manager of 8 direct reports, including year end evaluations. 
· Budgeting of the entire IT department and managing P&L statements. 
Morgan Thermal Ceramics, Augusta, GA 2014 Systems Administrator 
Managed network support and upgrades, including configuration, installation of fiber optic links. Team  lead for all cloning and networking solutions in the Augusta plant. 
· Served a key role during implementation of a plan to install 35 managed switches with several VLANS. 
· Accomplished three month contract and tasks within one month. 
· Developed an automated cloning system to minimize cost and speed up the process of cloning.  
Briarwood Academy, Warrenton, GA 2006 – 2014  IT Coordinator 
Administer servers, desktop computers, printers, routers, switches, firewalls, phones, smartphones, software deployment, security updates, and patches. Additional details available upon request.
Education, Certifications, and Awards 
Web App Penetration Testing and Ethical Hacking, SANS - SEC542, 2020 
Web Application Penetration Tester, GWAPT 
Advanced Incident Response, Threat Hunting, and Digital Forensics, SANS - SEC508, 2019 
Forensic Analyst, GCFA
Lethal Forensicator Coin Winner (SANS Challenge Coin), GIAC, 2019 
Hacker Techniques Training and Incident Handling, SANS - SEC504, 2018
Incident Handler, GCIH 
Associates in Network Administrator, Virginia College, 2014 – 2016 
Graduated with Highest Honors and GPA of 4.0 
A+ Certification, COMP001000012110, COMPTIA 2001
